




















Introduction Physical Security Systems Inspectors Guide

Deceit: Adversary actions directed at overcoming elements of the physical protection system by normal
submission to an element with the expectation that unauthorized conditions, such as a fake badge or
shielded material, will not be detected.

Stealth: Adversary actions directed at overcoming elements of the physical protection system by
avoiding or deactivating these elements in an attempt to prevent detection.
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Figure 2. Schematic Adversary Path to an SNM Asset
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One approach in determining whether assets are at risk is to identify the existing adversary paths leading
into and out of the target area. This is perhaps best visualized by color-coding a large site map and
highlighting the layers of protection afforded the security assets. This process identifies the various
components of the PSS (that is, barrier systems, entry control systems, and interior and exterior intrusion
detection systems). A color-coded map helps the inspectors visualize the overall methodology used by the
site and allows evaluation of system weaknesses. Also, this will aid in the selection of performance tests.
The completed site map, marked to indicate the various layers of protection comprising the PSS, should be
compared with a verified listing of assets to ensure that all assets are afforded appropriate protection. The
inspector can then begin to identify and describe the component parts of the PSS.

Data Collection Guidelines

This section provides general data collection guidelines for briefings, document reviews, limited-scope
performance tests, facility tours, and interviews. More specific guidance is included in the individual
subtopic sections.

Data collection begins as soon as a site is selected, and it continues throughout the planning and conduct
phases of the inspection. An integral part of the inspection planning process involves collection, review,
and analysis of data relative to the site. Knowledge of the site-specific assets and the protection methods
used provides insight into the site’s mission, operations, and processes.

Briefings

During the planning phase, briefings are presented by the site office and contractor representative to
provide the PSS inspection team with a broad understanding of the site mission. This information is
supplemented by a review of documents and interviews with site representatives.

The conduct phase begins with an onsite meeting between the inspection team and the DOE site office
point of contact to:

o Review follow-up items from planning activities.
o Work out details of the inspection schedule (for example, specific points of contact for each activity).
o Discuss any issues that may have developed subsequent to planning activities.

Document Reviews

To focus the inspection process and ensure that inspection resources are expended appropriately, during the
planning phase the PSS inspection team compiles a listing of site assets described in the SSSP, grouping
them into appropriate categories. As the inspection progresses, assets should be confirmed with topic teams
dealing with material control and accountability (MC&A) and classified matter protection and control.
Inspectors can draw certain conclusions and inferences based on the consequence of loss of these assets and,
in so doing, can further focus inspection efforts.

Document reviews are an important part of the evaluation of PSS effectiveness. Document reviews begin
during the planning phase with the review of the SSSP, survey and inspection reports, and other documents.
These documents reveal the physical protection philosophy and approach taken to implement the safeguards
and security requirements mandated by DOE orders.
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Information obtained from document reviews establishes the inspection baseline for:

Verifying information received from briefings, tours, and interviews
Determining the site-specific threat

Identifying site/facility assets

Evaluating PSS corrective actions

Establishing the response posture and protection strategy
Understanding standard operating procedures.

Basic documents to be reviewed include:

Organization charts

SSSP

Site security plans

Security plans for temporary material access areas

Decontamination and decommissioning plans

Listing of waivers and exceptions

Past survey reports and Independent Oversight inspection reports

Facility asset list

Maps/drawings showing security areas, buildings, security posts, vital equipment areas, and SNM
storage areas.

VAs are reviewed to clarify the facility’s evaluation of all potential pathways leading from outside the
security area into target areas and their characterization of those pathways in terms of the delay and
detection accumulated by the adversary en route to the target. The overall delay for each pathway is
calculated and compared to protective force response times to determine the probability that the protective
force will interrupt the adversaries before they can access the target. By reviewing these assessments,
inspectors can better identify which systems the facility considers to be most essential to asset protection.
The following are some considerations for review of VAs:

e  Priority of site-specific threats

o Identification of “worst-case” (lowest probability of detection and/or shortest amount of delay)
pathways into a facility

o Identification of systems (detection, assessment, delay) that are most critical in providing protection for
DOE assets

o Determination of the assumed detection probabilities for each system

o Determination of the credit taken by the facility for assessment (immediate assessment vs. delayed
assessment)

o Identification of the last possible point at which an adversary must be detected to allow adequate
response/adversary interruption by the facility protective force

e Graded protection and defense-in-depth
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e Comparison of vulnerabilities against findings and resolution of past Independent Oversight inspections
and operations office surveys.

Records and procedures are also reviewed. Records include operations logs; test records; PSS
maintenance, testing, and repair records; trend analysis information; occurrence reports; force-on-force
after-action reports; and other records identified during the course of the inspection. Procedures include
protective force post orders, maintenance procedures, MC&A procedures, and facility operating procedures.
The inspection team reviews these items to determine whether:

Required PSS records are kept.

System tests are performed and documented as required.

System maintenance is performed as required.

PSS procedures are comprehensive and effective.

Anomaly resolution is timely and effective.

The overall protection afforded DOE assets has been considered.

Limited-Scope Performance Tests

Limited-scope performance tests are selected based largely on the analysis performed during the planning
phase of the inspection and on information derived from facility tours and interviews with operations office
and contractor representatives. Typical test measures verify whether:

PSSs are accurately characterized in VAs and security plans.

Response times are consistent with those identified in security plans.
Equipment is tested and calibrated according to traceable specifications.
Procedures are complete and describe the actual methods of operation.
Personnel adhere to procedures in performing their activities.

Personnel are knowledgeable of their duties and responsibilities.
Equipment is in good repair.

Facility Tours

The inspection team generally tours the facility as early as possible. More detailed tours of key areas are
scheduled as needed.

Although inspectors are likely to examine facility drawings and analyze potential adversary paths, facility
tours are essential to gain the level of understanding required by the inspection team. The purposes of these
tours are to:

e Become familiar with the site and facility layout.
e Observe the actual layout of the overall PSS and individual elements of the system.

e Verify that the documentation previously examined accurately reflects the current conditions and
configurations at the site.

e Ensure that the systems described in documentation are implemented and operational.

o Identify anomalies or deficiencies that require further investigation.
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e Select specific areas or components as candidates for performance testing.

Tours provide the opportunity to place the PSS documentation and briefings into perspective, because the
inspectors can witness the operating environment and note the intangibles that affect system design and
operation. To obtain maximum benefit from the tour, the topic team should:

¢ Minimize unnecessary inconvenience to tour guides and facility operations and personnel.

e Try to observe procedures during normal operations (e.g., observe vehicle search procedures while
testing equipment at a post).

o Have the people who normally work in the area demonstrate the procedures rather than having a
supervisor demonstrate how they think the procedure is performed.

e Take notes on areas that may require further review (e.g., vault thickness, protection against
penetrations into vaults).

e Ensure that tour logistics are carefully arranged.

During the initial tours, inspectors should verify:

Locations and boundaries of material access areas (MAAS) and Protected Areas (PAS)
Category designation of MAAs and PAs

Locations of MAA and PA access portals

Locations of normal transfer points and paths between MAASs

Locations and types of security equipment installed

Location of the alarm stations.

Additionally, inspectors should confirm:
e General quality and condition of the physical barriers

e Entry control procedures and methods employed at access portals (contraband detection equipment and
procedures, badge checks, badge exchanges, card readers, biometrics)

e Type of storage areas (vaults, vault-type rooms, alarmed rooms, safes, locked filing cabinets, locked
rooms)

e Location of emergency exits
e Types and approximate quantities of SNM in use or being processed.

Interviews

Interviews clarify impressions and allow insight into facility operating procedures. Interviews with
personnel at all organizational levels are recommended. Frequently, discussions with personnel involved in
“hands-on” operations reveal whether management’s policies and directives are effectively communicated
and implemented, and whether the systems actually function as described in the documentation.

Personnel to consider interviewing include DOE and contractor security managers, facility managers and
staff, vault/vault-type room custodians, security police officers (SPOs), security technicians/specialists,
PSS maintenance personnel, systems engineers and programmers, and central alarm station (CAS) and
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secondary alarm station (SAS) operators. Other personnel may be interviewed as needed. Interviews are
not necessarily formal, and often take the form of discussions during facility tours or performance testing.

Integrated Safeguards and Security Management

The Department is committed to conducting work efficiently and securely. DOE Policy 470.1, Integrated
Safeguards and Security Management (ISSM) Policy, provides a framework that encompasses all levels of
activities and documentation. The framework includes seven components to facilitate the orderly
development and implementation of ISSM guiding principles and core functions.

The guiding principles of ISSM are:

Individual responsibility and participation

Line management responsibility for safeguards and security

Clear roles and responsibilities

Competence commensurate with responsibilities

Balanced priorities

Identification of safeguards and security standards and requirements

Tailoring protection strategies to be commensurate with work being performed.

The core functions of ISSM are:

Define the scope of work.

Analyze the risk.

Develop and implement security measures.
Perform work within measures and controls.
Provide feedback and continuous improvement.

For the purposes of this inspectors guide, Independent Oversight has established four general categories that
encompass the concepts embodied in the guiding principles and core functions of ISSM:

Line Management Responsibility for Safeguards and Security. This category encompasses the
corresponding ISSM guiding principles that relate to management responsibilities (i.e., line management
responsibility for protection of DOE assets, clear roles and responsibilities, and balanced priorities).

Personnel Competence and Training. This category encompasses the ISSM guiding principle related to
competence of personnel (i.e., competence commensurate with responsibilities). It also includes DOE
requirements related to ensuring that personnel performing safeguards and security duties are properly
trained and qualified, and incorporates the need for sufficient training and certification along with an
appropriate skill mix.

Comprehensive Requirements. This category encompasses the corresponding ISSM guiding principles
and core functions that relate to policies, requirements, and implementation of requirements (i.e., identifying
safeguards and security standards and requirements, tailoring protection measures to security interests and
programmatic activities, providing operations authorization, defining work, analyzing vulnerabilities,
identifying and implementing controls, and performing work within controls).
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Feedback and Improvement. This category encompasses the corresponding ISSM core function (i.e.,
feedback and improvement) and DOE requirements related to DOE/National Nuclear Security
Administration (NNSA) line management oversight and contractor self-assessments.

It is important to note that the categories above are used only to organize information in a way that will help
inspectors gather data about management performance in a structured and consistent manner. Independent
Oversight has identified general categories of information that would be expected in an integrated ISSM
program.
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Section 2: Intrusion Detection and Assessment

General Information

DOE orders stipulate that IDSs and/or visual observation by protective force personnel be utilized to detect
unauthorized entry and/or presence in security areas that require protection. Typically, the procedures to
meet these requirements are documented in approved site security plans.

Specific elements covered in this section are:

Alarm annunciation, monitoring, and control systems
Exterior and interior sensors

Power supply

Assessment and response

Lighting.

The testing and maintenance program is addressed in Section 7.

To ensure compliance with DOE requirements, intrusion alarms and detection devices must perform within
certain specifications. Balanced magnetic switches (BMSs), volumetric detectors, and alarm connections to
local law enforcement agencies (LLEAS) must be implemented to meet the applicable requirements.

In addition to patrols and visual surveillance provided by the protective force, alarm and detection devices
are fundamental PSS components. To be effective, audible alarms must be discernable. Alarm displays
must be clearly visible and must identify the location and type of alarm, and the operator interface must
allow for alarm recognition by the operator. Alarm lines and other detection devices require continuous
supervision to preclude any covert attempt to bypass the alarm system, and to ensure an appropriate and
timely response. To achieve an acceptable degree of assurance that the PSS works properly, it is incumbent
on facility management to provide for adequate equipment, an effective testing and maintenance program,
and a sufficient number of trained personnel to operate the alarm and assessment equipment.

IDSs consist of both an alarm and an assessment system and are usually layered for both interior and
exterior applications. Exterior systems are designed to provide the earliest possible detection of an
unauthorized intrusion, as far away from the security interests as possible. The interior IDS may be even
further divided into layers according to the configuration of security areas and the required levels of
protection.

At SNM facilities, the outermost layer of the exterior systems is usually the perimeter intrusion detection
and assessment system (PIDAS). It typically consists of multiple and complementary electronic sensors,
such as:

Microwave

Infrared

Electric field sensors

Fence disturbance detectors
Seismic sensors.
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Exterior systems must be capable of withstanding the environmental conditions in which they are deployed.
Properly designed systems generally use two or more types of complementary sensors, depending on the
operating environment and design parameters. Typically, the PIDAS also includes fixed-position CCTV
coverage for timely assessment of alarms generated in the PIDAS bed. PIDAS alarms normally annunciate
in the CAS and SAS, where the alarm console operators can acknowledge the alarm, assess its cause, and
direct a response as necessary.

Although design characteristics differ depending on the systems in use, the intent of the exterior sensors is to
provide assurance that a person crossing the perimeter will be detected whether walking, running, jumping,
crawling, rolling, or climbing at any point in the detection zone, under specified weight and speed limits.
Sensor systems are required to have adequate coverage in all weather and light conditions, overlap to
eliminate dead areas, and be wide enough to deter bridging. Also, it is essential that detection zones contain
no dips, high ground, or obstructions that could provide a pathway for an individual to avoid detection.

CCTV systems used in conjunction with alarm and detection systems are most effective when they have the
capability to automatically call the operator’s attention to an alarm-associated camera display, and the
camera’s picture quality, field of view, and image size is such that the operator can easily recognize human
presence. Tamper protection and loss-of-video alarm annunciation are essential characteristics of the
system if the cameras serve as the primary means of alarm assessment. Video recorders, when used with the
CCTV system and when initiated by alarm signals, are most useful when they operate automatically and are
rapid enough to accurately record an intrusion. Video capture systems, if used, provide pre-alarm, alarm,
and post-alarm video images of the alarmed zone.

Interior IDSs are normally designed to protect specific security areas, such as:

PAs

Limited Areas (LAS)
MAAs

Vaults

Vault-type rooms.

These systems employ various technologies that detect:

Physical movement

Heat

Movement related to time
Cable tension

Vibration

Pressure

Capacitance.

Assessment measures range from the deployment of protective forces to the use of multiple auto-focus
camera systems equipped with pan/tilt and auto-zoom features.

The field device network is the array of sensors and data transmission equipment that communicates to the
primary and secondary host computers. As required by DOE Physical Protection Manual, communication
between the host computers and field devices of the system should be redundant and independently routed.
Field devices consist of local processors, input/output panels, and multiplexing units, depending on the
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manufacturer’s system configuration. The field device network should provide randomly polled digital
supervision that detects and annunciates communications interruptions or compromised communications
between any field device and the host computers.

Since alarms and detection systems require a power source for operation, an auxiliary power source
consisting of an uninterruptible power supply (UPS) and generator must be available, and switchover
must be immediate and automatic if the primary power source fails. In most cases, immediate and
automatic switchover does not occur if a generator is the only source of backup power; the UPS is needed
to handle the immediate switchover, and the generator assumes the role once it reaches full power.

To ensure effective operation of alarms and detection devices, managers must provide for a regular test and
maintenance program. Such a program includes the periodic testing of equipment and circuits and the
thorough inspection of equipment and circuits by qualified service personnel. Also, records of these tests
are required to include the date of the test, the name of the person conducting the test, and the results.
Details on inspecting the testing and maintenance program are discussed in Section 7.

Frequently, intrusion detection and entry control systems are separate systems, interfaced to provide
information to the system operator. In many systems, normal access control and other work-related
activities are processed without operator interaction. Records of such transactions are generally recorded for
historical purposes.

The main purpose of an intrusion detection and assessment system is to alert the protective force to an
intrusion, aid in alarm assessment, allow the protective force to track intruder progress toward a target, and
aid in assessing intruder activity and characteristics (for example, the number of intruders and whether they
are armed). Protection systems normally include a suitable means of assessing alarms and provide for an
appropriate response. The protective force is usually responsible for monitoring and response. Also,
protective force personnel are normally responsible for preparing alarm reports according to DOE or site
office specifications and distributing copies as appropriate. Response procedures are usually found in the
applicable site security plans.

Lighting is of primary importance in the operation of an effective alarm and detection system. Effective
lighting provides a deterrent to adversary intrusion, assists the protective force in locating and assessing
alarm initiations, and provides for effective use of CCTV as a surveillance and assessment tool. Lights are
required to have a minimum specified luminescence at ground level for specific areas, a regular power
source, and an emergency backup lighting capability. Lights should not cause glare or bright spots in CCTV
camera images, especially if CCTV is the primary means of assessment.

Common Deficiencies/Potential Concerns

False and Nuisance Alarms
One of the most common problems with IDSs is that they may generate an inordinate number of false
alarms. Many systems are susceptible to false and nuisance alarms induced by high winds, animals, heavy

snow, lightning, vehicular vibration, and wind-blown dust and debris. These systems include:

e Microwave sensors
e Infrared sensors
e Electric field sensors
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e Seismic sensors
e Buried sensors.

Improper installation (improper tension or insulation coupling) can also cause unacceptable false alarm rates
in electric field sensors. Seismic sensors may produce nuisance alarms if installed too near fences, power
poles, guy wires, or roads where vehicles generate heavy ground vibration. Video motion detectors are
susceptible to nuisance alarms induced by reflected light, cloud motion, vehicle headlights, and camera
vibration due to wind. A high rate of false and/or nuisance alarms may lead the protective force to ignore or
improperly assess an intrusion.

Improper Installation, Calibration, or Alignment

Improper installation, calibration, or alignment of sensors may significantly reduce sensitivity, contribute to
false alarms, and allow an unauthorized intrusion. For example, insufficient offset may allow intruders to
crawl under or jump over a bistatic microwave beam at the crossover point (the point where adjacent zones
overlap). Also, video motion detectors require extensive maintenance and calibration for proper operation,
and audio detectors must be calibrated carefully to avoid nuisance alarms caused by common background
noises. Effective operation of a CCTV system is frequently diminished when the system is not correctly
installed or aligned. If the camera is not properly placed or aligned, there may be “holes” in the coverage
that permit an intruder to cross the isolation zone unobserved. Additionally, if the field of view of the
camera is too long for the camera lens, an intruder at the extreme end of the field of view may not be
adequately observed, or the camera’s automatic call-up feature may not operate quickly enough to capture
adversary activity in the alarm zone.

Tamper Protection for Power Sources

The primary and backup power sources for IDSs are susceptible to tampering. Power switches, inverters,
and generators should be protected but are often overlooked during protection planning and installation.
Exterior fuel tanks and filler points are especially vulnerable. For example, an inoperable filler point or
contaminated fuel tank may nullify all backup power sources. If the primary power source fails, the
protection systems become inoperable and DOE assets become vulnerable.

Inadequate Testing and Maintenance Program

Most PSS failures are the direct cause of an inadequate testing and maintenance program. Like an
automobile, the lack of maintenance and operation (testing) usually results in equipment failure. For this
reason, the testing and maintenance program is one of the most important features of any protection system.
An effective program normally includes provisions that require facility technicians, augmented by service
representatives, to perform all tests, maintenance, calibrations, and repairs necessary to keep the detection
and assessment systems operational. An inadequate program that results in frequent system failure, cursory
testing procedures, or an inordinate number of items of equipment awaiting repair indicates a lack of
management attention. Details of inspecting the testing and maintenance program are discussed in Section
7.

Failure to Properly Assess and Respond
A number of factors may affect assessment and response. For example, a high rate of nuisance and false

alarms may degrade operator response to genuine alarm conditions. Failure of a system to adequately
identify alarm type and specific location may also degrade response. The latter is usually most evident
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when systems do not clearly differentiate between tamper-indication, line-supervision, and intrusion alarms,
or when multiple sensors are monitored by a single alarm point. For computer-based systems, problems
may arise because of erroneous software modifications and system configurations that cause program errors.
It is important that the signal received from the detection device provide identifiable evidence of the actual
occurrence so operators can properly assess the situation and respond accordingly.

Planning Activities

During inspection planning activities, inspectors review available documents and interview points of
contact. Elements to cover include:

e Review of the site mission (obtained from a review of the documents and from interviews with site
office personnel and site representatives)

e Review of:

— Organization charts

— SSSP

— Site security plans and procedures

— Security plans for temporary MAAs

— Decontamination and decommissioning plans

— Deviations, both approved and requested

— Past site office survey reports and Independent Oversight inspection reports
— Self-assessment reports

— Site/facility asset list

— Site maps/drawings indicating:

Security areas (LAs, PAs, MAAs, vaults, vault-type rooms)
Critical facilities

Controlled areas

Building definitions

Locations of security posts

Classified matter areas

Vital equipment areas

SNM storage areas

Transfer routes

Lighting diagrams

VVVVVVVYYYVY

— Organization charts
— Alarm procedures

e Review of lists showing:

— Types of sensors employed

— Local alarm reporting devices
— Data transmission systems

— Console equipment descriptions
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Review of the assessment methodology employed (CCTV, video, and/or patrol response)

Review of the VA, including consideration of:

— Application of the design basis threat

— Whether the threats identified by the site address local characteristics, including the insider threat

— Priority of site-specific threats

— Target definition and locations

— Graded and defense-in-depth PSSs

— Pathways providing lowest detection and/or shortest delay

— Presentation of the VA results in the SSSP

— Listing of the protective elements identified in the VA for each security interest (review the VA
results in the SSSP to determine whether the key VA results are in the SSSP and whether any

assumptions in the VA should be validated during the inspection)

— Comparison of vulnerabilities against findings and resolution of past Independent Oversight
inspections and site office surveys.

Review of protective methods employed at the location to be inspected
Determination of the type and location of potential targets (to further focus inspection efforts, compile a

list of site assets, group them into appropriate categories, and determine potential impacts related to
their loss).

Performance Tests

The following performance tests are recommended for alarms and intrusion detection devices:

Exterior perimeter sensors (Appendix A, Part 1)

Interior sensors (Appendix A, Part 2)

Perimeter CCTV (Appendix A, Part 3)

Interior CCTV (Appendix A, Part 4)

Alarm annunciation, monitoring, and control system (Appendix A, Part 5)
Emergency auxiliary power supplies (Appendix A, Part 1)

Tamper protection and line supervision (Appendix A, Part 2).

October 2009



Physical Security Systems Inspectors Guide Intrusion Detection and Assessment

Data Collection Activities
Alarm Annunciation, Monitoring, and Control System

A. Inspectors should review alarm records to determine false/nuisance alarm rates. This may involve
reviewing alarm logs for a specified period (for example, two weeks) and determining the number of alarms
during that period. Alternatively, the inspector could review the facility’s plots of alarm rates if such plots
are maintained. Any abnormally high alarm rates should be identified and the causes discussed with the
facility representatives (including measures taken to eliminate false/nuisance alarm sources). The accuracy
of alarm records can be investigated by comparing alarm plots against alarm logs or alarm plots/logs against
computer records for a specified period. When reviewing alarm records, the inspector should clearly
understand the facility’s definitions of false alarms and nuisance alarms and how they are assessed. The
inspector should also consider interviewing alarm system operators to determine their understanding of
false/nuisance alarm rates and make sure that they are consistent with facility definitions. Operators’ ability
to consistently make judgments as to whether alarms are considered false or nuisance will greatly affect
false and nuisance alarm rate calculations.

Exterior and Interior Sensors

B. During the PIDAS review, inspectors should examine the various types of sensors to determine
whether they are complementary (that is, whether they consist of different sensor types that cannot be
defeated by the same means, not just multiple layers of the same sensor). Inspectors should also confirm the
existence of an effective testing and maintenance program for the PIDAS. Inspectors should check the
condition of the PIDAS bed for obstructions, mounds and valleys, and other terrain features that an
adversary could use to avoid the detectors. Crossover and interface points should also be checked to
determine whether there are voids or blind spots in sensor coverage. Particular attention should be given to
the identification of PIDAS sectors susceptible to bridging as a result of their close proximity to tall
buildings, fences, telephone poles, or light and camera structures. Similarly, tunnels that pass beneath
PIDAS sectors should be reviewed to determine whether they are adequately protected.

C. Inspectors should tour the CAS and SAS, visually inspect equipment, interview operators, and verify
information gathered previously during document reviews. Items to be checked include operability of
equipment, operators’ familiarity with equipment, and measures to protect equipment from tampering. It is
important that alarms reported from the field are properly recognized and acknowledged by system
operators, and that appropriate responses are made. Interviews with station operators will reveal their
understanding of their responsibilities.

D. Ateach exterior security area where a PIDAS is used, inspectors should determine:

The number and configuration of sensors
Sensor alarm logic (e.g., 1 of 2, 2 of 3)

Test frequency and methods

Preventive maintenance frequency and methods
Tamper-indicating provisions

Provisions for repairing component failures.

E. Inspectors should review documents and interview security staff to determine the method used to
detect intrusion at each security area. If more than one method of detection is used at a security area (for
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example, an electronic alarm system and direct observation from guard towers), inspectors should
determine:

e How the systems complement each other
e Which is considered the primary means of detection
e Whether the combination (primary and backup) is effective.

F.  Atselected interior security areas (for example, MAA buildings) and storage areas, inspectors should
determine:

e The types of sensors used to protect building perimeters (including doors, windows, and other
penetrations)

e Testing and preventive maintenance frequency and methods
e Tamper-indicating provisions
o Conditions for placing a zone portal in access

e Provisions for repairing component failures.

G. Inspectors should determine whether the facility has more than one central electronic alarm system
and, if so, the area that each system covers. A facility with two well-defined geographical areas may have a
separate alarm system for each. For each separate electronic alarm system, inspectors should determine:

Whether there are SASs

Central processing unit switching capability
Tamper alarm features

Adequate primary and backup power supply.

This information can be gathered by document reviews or interviews with security staff. However,
inspectors may need to interview the responsible system engineers to accurately determine the technical
aspects of the system. Conducting such interviews in the CAS/SAS may allow a better understanding of the
system and its interfaces.

H. Inspectors should verify that the SSSP identifies means for providing intrusion-detection capability
when primary systems are out of service. Implementation of the measures can also be verified, generally by
reviewing the CAS or protective force supervisor logs or maintenance records to determine when equipment
was out of service and to verify that compensatory measures were implemented during those periods.

Power Supplies

. Auxiliary power supplies are required for all security systems. Inspectors should validate the
operability of these supplies. Power supplies are normally tested concurrently with the PIDAS lighting test
(see Appendix A, Part 1, Emergency Generator Test).
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Assessment and Response

J.  Inspectors should verify complete coverage of the security area perimeter. This activity is particularly
applicable at areas with alarmed fence lines that delineate a security area perimeter and that rely on
protective force visual observation posts to assess alarms. An effective method of verifying complete
coverage is to have one person walk the perimeter along the fence line while inspectors are stationed in the
CAS observation posts assigned responsibility for that portion of the perimeter. Each portion of the
perimeter can be checked sequentially. In this manner, the inspectors can verify that there are no blind spots
along the perimeter that might permit an adversary to breach the boundary without being detected and
assessed. This activity can be facilitated with two or more inspectors who “hopscotch” from post to post.
The overlap points between zones can also be checked more readily with two or more inspectors in adjacent
observation posts.

K. Inspectors should observe CCTV display monitors during a range of conditions, such as at different
times of the day and night and under various weather conditions if possible. Alternatively, the inspector
may request facilities that have a video recording capability to provide tapes recorded during different
weather conditions, if available. Inspectors should review the monitors or recordings to determine whether
the CCTV systems provide appropriate data under varying light and weather conditions. Inspectors should
also verify that camera and recorded video call-ups are rapid enough to capture adversary activity. This is
often done as part of the PIDAS inspection, and it is performed once during the day and again at night.

L. Inspectors should interview security staff and review documents to determine the areas where direct
visual observation is the primary means of detecting intrusion or assessing alarms. Inspectors should
determine the type of post (for example, tower, portal, continuous patrol), assessment aids available to
protective force personnel (for example, search lights, night vision devices, binoculars), and the methods
used by the facility to test effectiveness and maintain the SPO’s level of vigilance. Inspectors should
determine:

The operability of equipment

Power supplies

Measures to protect equipment from tampering
Fields of view

Adequacy of lighting

Blind spots or obstructions

Overlap with adjacent zones.

Lighting

M. Inspectors should interview security staff, review documents, and conduct performance tests to
determine:

o Effectiveness of lighting levels at:
— Portals

— Security area perimeters
— Exterior and interior areas that rely on CCTV for assessment
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e Adequacy of normal and auxiliary lighting system power supplies

e Procedures that are implemented if lighting fails

e Methods for monitoring lighting systems

e Procedures of reporting and replacing burned-out lights and failed equipment.

N. Inspectors should observe the lighting during nighttime tours of the facility while lights are on

primary power and then on auxiliary power. The lighting levels should be observed from a variety of
locations, including key visual assessment posts (for example, towers). The CCTV monitors in the
CAS/SAS and other selected posts (if any) should also be observed to determine the adequacy of lighting.
One method of determining the adequacy of lighting is to have one or more persons (dressed in various
contrastable color clothing) stand in various areas, as directed by the inspectors who are stationed in visual
observation posts or monitoring CCTV cameras in the CAS/SAS. The inspectors should direct the
individual to stand in locations where light levels are low or contrast ratios are high. The inspectors should
determine whether there are blind spots and whether the lighting is adequate to distinguish between humans
and animals at any location in the observation zone. If feasible, the lighting should be observed during a
variety of conditions (for example, clear weather and rain or fog). Items to check include:

Lighting levels
Light/dark contrast
Glare

Shadows
Inoperative bulbs.

Light meters may be used to check lighting levels and contrast ratios in various areas.

0. Inspectors should determine the vulnerability of lighting systems to sabotage by reviewing lighting
circuit and power supply diagrams and touring areas critical to the lighting systems (for example,
switchyards, transformers, circuit breakers, power lines, engine generators, UPS). Inspectors should
determine:

o Whether all lights at a security area perimeter are on a single circuit (as opposed to having every other
light on a second circuit)

o Whether the electric power supplies are vulnerable to single-point failures (for example, a circuit
breaker)

e Whether there are provisions for controlling access to areas containing components critical to the
lighting system

o Self-testing features
e Methods for modifying system hardware and software

o Whether there are provisions for maintaining assessment capability if the lighting fails.
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Section 3: Entry and Search Control

General Information

Entry and search controls are established to prevent unauthorized access to security areas, removal of SNM,
sabotage of vital equipment, and introduction of contraband. These controls may include access
identification systems, search procedures, detectors, and barriers.

Security areas are established when the nature or importance of classified matter or security interests is such
that access to them cannot be effectively controlled by other internal measures. Access to security areas is
limited to persons who possess an appropriate clearance and have a need-to-know. Access and search
controls normally include:

A personnel identification system

Positive verification of identity

A visitor log

Inspection or search procedures

Signs indicating that trespassing is prohibited.

A security badge or pass system may be used to ensure that only authorized personnel enter, occupy, or
leave a security area, and to indicate the limitations placed on access to classified matter. Badges, passes,
and credentials are covered in detail in Section 4 of this guide.

Search systems range from physical and visual search procedures to the use of specialized detection
equipment, such as SNM and explosives detectors. Since these systems are heavily dependent on personnel
actions, inspectors must evaluate the training and capabilities of the individuals operating such equipment.
Also, attention must be given to ensuring that search equipment is properly installed. The best-trained
SPOs, using state-of-the-art equipment, cannot achieve the desired results if the equipment is not properly
installed or maintained.

Subjects covered in this section are:

CCTV identification systems
Card-reader systems
Biometric identifiers

SNM detectors

Explosive detectors

Metal detectors

X-ray equipment.

A CCTV identification system may be used to provide positive identification of personnel entering security
areas as an alternative to protection personnel stationed at the entry point to control access to a security area.
CCTV systems allow remotely stationed protective personnel to view a person’s face and identification
badge. Equally effective access control measures must be in place at times when the CCTV identification
system is inoperable.
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Card readers and coded credentials may be used to supplement or replace badge checks as a means of access
control. These devices are often used to control access to inner security areas and at facility entry and exit
portals. Door locks opened by card readers must be designed to relock after the door has closed to prevent a
person from immediately opening the door while it is still in the unlock mode. Card readers at critical
locations are usually provided with anti-passback protection. The coded credential technology includes a
broad range of intricate applications, including:

Bar codes
Weigand effect
Magnetic stripe
Proximity
Smart cards.

These types of cards normally contain all information required for personal identification.

Biometric identifiers verify personal identity on the basis of some unique physical characteristic, such as
eye-retinal pattern, hand geometry, voice, or fingerprints. Retinal scan and hand geometry devices are the
most commonly used biometric identifiers at DOE facilities. These devices may be used along with other
controls, such as card readers or badge checks. Biometric identifiers are sophisticated devices that require
proper installation, regular maintenance, and periodic servicing by authorized manufacturer’s
representatives.

SNM detectors usually include signal processing and annunciation equipment and are configured as portal,
hand-held, or vehicle devices. These detectors must be properly calibrated and sufficiently sensitive to meet
site-specific protection objectives as defined in the SSSP.

Explosives detectors may be used for searching personnel to ensure that explosive components are not
introduced into the facility. It is important that protective or other personnel are trained for clearing alarms
and for taking appropriate actions if a violation is identified. Backup detectors (swipe) must be available at
each location where explosives detector portals are in use to resolve portal alarms and for use in the event of
portal failure.

Metal detectors may be used for searching personnel to ensure that explosive components, weapons, or
other prohibited metal articles are not introduced without authorization. It is important that protective or
other personnel are trained for clearing alarms and for taking appropriate actions if a violation is identified.
Backup detectors (hand-held) must be available at each location where metal detector portals are in use to
resolve portal alarms and for use in the event of portal failure.

X-ray machines are also an acceptable means of searching many types of hand-carried items for concealed
contraband or other unauthorized material. These machines must be capable of providing a clear picture of
objects contained in packages or briefcases. Personnel operating the x-ray machines must be trained to
recognize contraband, to take appropriate action when suspect contraband is detected, and to operate the
machine and recognize malfunctions.

As the Departmental mission evolves and technology advances, entry and exit inspections will change in
scope and rigor. As a result of this evolution, a review of the site’s plans for upgrades or equipment
replacements is crucial to ensuring that controlled and prohibited items are prevented from being introduced.
The inspectors should review all current upgrade/replacement projects, as well as future planned projects.
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Where applicable, suggestions can be made that more clearly align these plans with Departmental goals and
improve continuity throughout the complex.

Common Deficiencies/Potential Concerns

Inadequate Monitoring

Inadequate monitoring results when SPOs are inattentive or cannot adequately view the search equipment
(e.g., because of poor positioning or post design, or distraction by other duties). These conditions can allow
the search equipment to be defeated, leading to unauthorized introduction or removal of material.

CCTV Systems

There are a number of concerns when using CCTV identification systems. Since they may be vulnerable to
disguise and false credentials, CCTV systems are usually not suitable for high-security areas, such as an
MAA. Also, inattention by protective force personnel is a common problem.

Card Reader Systems

A card reader system does not verify the identity of a person; it identifies the coded badge or credential. For
this reason, these systems are not acceptable as stand-alone systems for high-security areas and require
additional controls, such as:

Badge checks

Personal identification number (PIN)
CCTV identification

Biometric identification.

Coded credentials are also vulnerable to counterfeiting and decoding. If a lost or stolen badge is not voided
in a timely manner, the potential for its unauthorized use increases. Additionally, if the authorized access
lists are not updated frequently, persons who no longer have authorization could gain access to a restricted
area.

Biometric Identifiers

Facilities have had problems with biometric identifiers frequently rejecting authorized users. At these sites,
alternative verification procedures that provide an acceptable level of identification must be available to
avoid adverse impacts on the overall protection program. Conversely, some devices are too tolerant; for
example, if the band of acceptance is too large, almost any hand, eye, or fingerprint will be accepted.

Retina Scans
Some facilities have had concerns about retina scanning systems where some identifiers are programmed to

recognize one eye of the authorized user. Colored contacts lenses, allergies affecting the eyes, or using the
non programmed eye may cause inaccurate results.
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Voice Recognition

Voice recognition identifiers are usually equipped with a complimentary verbal password to verify
authorized users. Users experiencing the common cold or any other change in voice tones usually
experience problems accessing the authorized area.

SNM Detectors

SNM detectors are sensitive to the rate of speed at which individuals and vehicles pass through the
detectors. For example, if an individual runs through the portal detector or items are thrown through, the
detection probability can be substantially reduced. In any case, the SNM detector should be under visual
surveillance when in use to prevent attempts to “pass around,” compromise the detector, or otherwise defeat
the device.

Explosives Detectors

Explosives detectors are sensitive to nitrogen-based explosives, so they will also detect some non-explosive
materials that contain nitrates, such as fertilizers. The speed at which the person moves through the detector
is also a concern. For example, if the individual passes through too quickly, the probability of detection is
reduced. For these reasons, the detector should be under visual surveillance during operation to reduce the
risk of compromise and circumvention.

Metal Detectors

Metal that is passed through the detector very slowly or rapidly may not be detected. For this reason,
procedures are usually in place to monitor personnel and items passing through metal detectors. Individuals
assigned to monitor this activity must be properly trained and sufficiently diligent to recognize attempts to
defeat metal detection devices. Inspectors should pay particular attention to testing of metal detectors at the
floor level (in older detectors) because of the metal used in constructing the floor.

X-Ray Equipment

X-ray equipment should be examined closely to ensure that it is functioning properly to detect metal at the
required penetration depths, with sufficient resolution capability to effectively discern prohibited articles.
The use of the standard step wedge with the requirement to image a 26-gauge wire at step five has not been
uniformly implemented at all sites.

Planning Activities

During inspection planning activities, inspectors interview facility personnel and review available
documents. Elements to cover include:

e General policies and criteria for access authorization at each security area. Potential criteria include:
— Personnel recognition
— Possession of a badge
— Possession of a badge and inclusion in a badge exchange system
— Enrollment in a coded credential system (e.g., card reader) and possession of a coded credential
— Enrollment in a biometric identification system
— Possession of a key
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— Knowledge of a combination to a lock or keypad
— Knowledge of a code word

The methods (e.g., badge check, card reader, badge exchange) of verifying the identity of personnel
entering each security area, including:

— Property Protection Area

- LA

— Exclusion area

— Sensitive compartmented information facility (SCIF)
— Secure communications center

— Vital Area

- PA

- MAA

— Vault/vault-type room

— Classified repository

Whether more than one method of access control is used at a security area (e.g., badge check and card
reader), how the systems complement each other, and which is considered the primary means

General methods for determining a visitor’s authorization and controlling access

Policies and procedures for vehicle control, including volume of traffic and the authorization process for
private vehicles, government-owned vehicles, vendor vehicles, emergency vehicles, and SPO vehicles

General methods and procedures for conducting entry searches at each security area, especially each
PA. (It should be noted that current technology is not fully effective in searching vehicles for weapons
and/or explosives. As a result, in order to be fully effective, major vehicle components must be
manually dismantled. Alternatively, vehicles may be escorted by the protective force while they are
inside the PA.)

General methods and procedures for conducting exit searches at each security area, especially each
MAA

General information about each security area, including:

— Normal operational hours (e.g., day shift Monday through Friday, or 24 hours a day and seven days a
week)

— Variations in normal operational hours

— Approximate number of people assigned to the area

— Approximate number of people with permanent access authorization to the area (including SPOs, fire
squad, and other support groups)

— Number of personnel portals and approximate throughput

— Number of vehicle portals and approximate throughput.

Performance Tests

Personnel Access Control Equipment (Appendix B, Part 1)
SNM Detectors (Appendix B, Part 2)

Metal Detectors (Appendix B, Part 3)

X-Ray Equipment (Appendix B, Part 4)
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o Auxiliary Power Supplies (Appendix D, Part 1)
e Tamper Protection (Appendix D, Part 2).

Data Collection Activities

Policies and Procedures

A. Inspectors should determine whether adequate access control policies and procedures are in place.
Systems such as personnel recognition, badge requirements, coded credentials and associated card readers,
biometric identification systems, key control systems, combination lock or keypad requirements, or other
access control measures that are in use should all be addressed.

B. Inspectors should determine whether there are policies and procedures for vehicle control, including
private vehicles, government-owned vehicles, vendor vehicles, emergency vehicles, and SPO vehicles.
Inspectors should determine which vehicles are authorized to enter security areas, how authorization is
indicated (for example, sticker pass, government license plate), and how such indicators are requested,
issued, and controlled. Inspectors should determine whether procedures are in place to handle special or
blanket authorizations for various types of vehicles, such as:

Protective force

Fire

Maintenance
Ambulance

Local law enforcement.

Inspectors should review the following to determine whether they are complete, current, and consistent with
site-specific policies:

Protective force post orders
Standard operating procedures
Health physics policies

CAS procedures

Other relevant documents.

C. Inspectors should review enrollment and de-enrollment procedures by asking the facility to print the
enrollment list for one or more areas and then verifying the names on the list by comparing the computer
listing to other lists or by interviewing supervisors. Inspectors should determine whether all persons on the
list are authorized, whether persons who recently transferred or terminated were removed in a timely
manner, and whether the lists are consistent with the information available to SPOs at portals.

D. Inspectors should:

¢ Review search system policies, procedures, and calibration specifications for both personnel and vehicle
searches.

o Interview personnel who:

— Calibrate, test, and maintain search equipment
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— Monitor and respond to alarms (SPOs).

e Determine the length of time SPOs are required to operate detection equipment.

e Tour areas where searches are conducted.

e Evaluate the implementation of the hand wand metal detector.

e Observe and conduct performance tests on search equipment and procedures to determine whether:

— Searches are effective.

— Detection equipment can be bypassed.

— Detectors and x-ray machines are properly calibrated.

— Performance test types:

0 SNM lead ball shield: Depending on the area, some sites are required to test this source for
personnel exiting the facility.

0 Metal hand wand and portal detectors

For protective force utilizing the hand wand metal detectors, pre-position the weapon
source on an inconspicuous area of the body. Process through the search lane.
(Remember, the inspector is verifying the effectiveness of the search equipment and
procedures only. Always inform the local security manager of the performance test
plan of action.)

Ask to use the hand wand to check for rebar or metallic construction material integrated
on the floor around the search area.

Test all areas of the metal detection portal. Utilize the weapon source by conducting
kick and throw-through. Position the weapon source at ankle, waist, and head levels.
Introduce a variety of weapon orientations. Document and validate observations.

Verify that contraband cannot be passed around the portal. If gaps are observed,
initiate a performance test.

0 X-ray machine

Conduct a push-through test with a weapon source to determine the clarity of the image
on the monitor. Utilize a content bin to assist pushing the weapon source through the
x-ray snapshot image area. (It is usually in close proximity just within the shield
curtain.)

Place the weapon source on top of a larger item, as well as on the sides of the belt and,
in some cases, beneath the weighted bin. Look for compressed imaging on the
monitor.

Some x-ray machines are equipped with anti-push through detectors. Verify and test
this feature.
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Determine whether backup search equipment is available (for example, hand-held metal and SNM
detectors) and observe the conduct of searches with that equipment.

Determine the access authorization policies and procedures for visitors, including cleared, uncleared,
and foreign national visitors.

Review:

— Visit request initiation, processing, and approval
— Escort requirements

— Visitor identity verification

— Visitor access authorization indication (for example, temporary badge, pass, photo identification,
temporary card).

Review automated ECS policies to determine whether they are adequate. The review should include
special features of the automated systems and the methods used to deter, detect, or prevent tampering.

Determine whether individuals controlling access ensure that only persons with proper authorization are
admitted and that positive verification of identity is established.

Determine whether more than one method of access control is used at a security area (for example,
badge check and card reader), how the systems complement each other, and which is considered the
primary means of access control. Similar to IDSs, these access control systems should be
complementary, not supplementary. A full understanding of the controls that are used may enable the
inspectors to visualize potential problems and means to defeat the controls.

Determine whether all vehicles, personnel, and hand-carried items entering and exiting MAAs (or PAs
encompassing an MAA where Category Il SNM is stored outside the MAA\) are searched in accordance
with DOE requirements. PAs that encompass an MAA but do not have Category Il SNM present
outside the MAA can use random searches of vehicles, personnel, and hand-carried items at a frequency
dictated by the cognizant DOE authority. Inspectors should also determine whether all items belonging
to uncleared personnel going in or out of PAs and MAAs are inspected.

Operations
Inspectors should observe operations at selected portals to verify compliance with:

Site-specific procedures

Personnel and vehicle entry procedures

Visitor controls

Personnel and package searches

Access logs

Procedures used to place portals in access or secure mode.

During observation of routine portal activities, it is prudent to request (in advance) that the test and
maintenance personnel perform their normal testing and calibration activities.
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F. Inspectors should observe operations at selected storage areas, such as vaults, vault-type rooms, and
safes. At these locations, inspectors should check entry procedures, including:

e Requests to put alarm systems in access mode

e Lock and double-lock systems

e Entry logs

o Interfaces with protective force or health physics

e The search lane configuration, which includes the protective force (proximity and field of view),
monitor and control panel, and entry and exit points on the x-ray machine

e Control methods in the access mode, such as:
- CCTV
— SPO posted at door
— Two-person rule

e Lockup procedures, including exit searches, lock checks, and procedures to place the alarm system in
secure mode.

All of these procedures should be reviewed in light of the possibility of a single insider gaining access to
SNM or other security interest. The controls should be structured in such a way that DOE interests are not
at risk from a single insider.

G. Inspectors should note that except in the case of an emergency response, protective force personnel
should not normally be exempt from the requirements for personnel entering certain security areas. Even
though protective force personnel are allowed to take authorized weapons and other duty equipment into a
security area, they should not be exempt from routine access controls. Such exemption would be an ideal
opportunity for the introduction of contraband or unauthorized material into a security area.
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Section 4. Badges, Passes, and Credentials

General Information

A security badge or pass system is implemented to ensure that only authorized personnel enter, occupy, or
leave a security area, and to indicate limitations placed on access to SNM and classified matter.

Badging systems are normally managed within the facility’s security organization. However, the actual
badging function is often delegated to other groups at the facility. For example, at some facilities, badges are
issued and controlled by the protective force; at other facilities, the employment department may handle
some badging functions. At large facilities, a group may be specifically dedicated to badging functions.

How the badge system is implemented varies across DOE facilities, depending on the size and complexity
of the site. Sites with only one facility usually have a single office that issues badges and passes to
employees and visitors.

Sites with multiple facilities may have more than one badge office or a centralized badge office with a
number of satellite activities that perform badging functions. Inspectors must be aware of such satellite
locations, their functions, and their interface with the centralized badge activity.

Most sites use computer-generated badges that have a magnetic stripe coded for access control. SPOs or
other security personnel may use these badges as a stand-alone measure for controlling access to security
areas, or in conjunction with a badge check. Although the PSS topic team usually inspects the technical
aspects of the coded systems, the personnel security topic team may review procedures for
enrolling/deleting personnel in the automated access control system and for issuing and controlling coded
badges. Likewise, the cyber security team may review procedures for establishing access controls for the
computers that house the automated access control system (e.g., passwords, firewalls). Because computer-
generated badges can be duplicated to near-perfect visual and tactile quality, the review of the facility’s
program for encoding data on the badges is particularly important at facilities that use those badges as a
stand-alone measure to control access to security areas.

The use of integrated systems gives rise to interfaces with badging systems and access control systems.
These interfaces constitute a field device network of sorts, which requires protection at the same level as the
interests they protect.

Common Deficiencies/Potential Concerns

Improper Badge Accountability Procedures

Records documenting the disposition of all badges may lack the required information: date of issue,
description and serial number of badge, organization, destruction date, and name of holder.

Improper Storage of Unissued Badges and Passes

Facilities do not always adequately protect unissued badges and passes against loss, theft, or unauthorized
use. Unissued badges may be improperly stored in an unlocked drawer or file cabinet in a badge office or
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reception area, and left unattended or uncontrolled at times (for example, when the person issuing badges
takes a break or leaves to perform other duties). Improper storage can result in the loss of unissued badges
and the potential for unauthorized access, which can be a serious problem if the badges are already coded or
if access authorization is controlled by a security officer.

Ineffective Badge Recovery and Untimely Access Termination

Badges of terminated employees are not always promptly recovered before their departure from the site.
Recovery of badges issued to long-term visitors, student workers, construction workers, or temporary
employees can be a particular problem since such persons do not always follow normal termination
procedures when leaving the site. Recovery of badges of employees terminated for cause or misconduct and
timely revocation of their access via the automated access control system is particularly important to prevent
further access to the site and eliminate the possibility of misconduct by disgruntled employees. Inspectors
should inquire whether there are monetary withholdings or other means to deter individuals, vendors, or the
contracting company from retaining expired badges, passes, or credentials.

Failure To Update Badge Photos

If employees do not have a new picture taken when their appearance changes significantly, their badges will
not reflect their current appearance. Supervisors, security officials, and protective force officers are
responsible for ensuring that the badge pictures are current by reporting to the badging authority any
employee exhibiting a significant change in facial appearance.

Incomplete Handling of Lost Badges

When badges are reported lost, all personnel responsible for controlling access to security areas (usually
SPOs) must be informed so that they are able to prevent unauthorized personnel from using the lost badge to
gain area access. However, badge offices do not always inform the protective force (or other groups
responsible for access control) about lost badges. Even if the protective force is informed, the procedures
for getting that information to the security posts or portals may be ineffective or untimely. Procedures for
timely deletion of lost badges from the automated access control system and for notifying other
organizations about lost badges are a particular problem. Identifying lost badges at portals is rarely
effective, since SPOs may not take the time to check the list of lost or stolen badges. Deficiencies in these
notifications can lead to unauthorized access.

Insufficient Understanding of Policies and Procedures

A lack of understanding of policies and procedures may be attributable to inadequate training programs or
vague, informal, or incomplete procedures.

Insufficient Protection of Field Device Network

The network of devices utilized in the badge-making process should be afforded the same level of protection
as the interests they grant access to. Transmission lines may be routed in and out of security areas and may
not be given the required level of protection. In some cases, the interconnecting equipment and cabling may
not be located in an appropriate security area. Additionally, these systems may have remote access
capability that can introduce weakness.
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Planning Activities

During the planning meeting, inspectors should interview points of contact and review available
documentation and procedures (for example, SSSPs, personnel security operating procedures, badge system
policies, automated access control policies, and visitor control policies) to characterize the badge system
policies and implementation. Elements to cover include:

o A general description of all badging systems and the interface systems used at the facility, including
those implemented by the operations office or contractors

e The organizations responsible for managing and implementing badging functions, including:

—  Enrollment/deletion of personnel in the automated access control program
—  lIssuance of employee and visitor badges

—  Control and physical protection

— Accountability of badges and associated inserts

—  Recovery of expired/terminated badges.

o Whether any of the badge offices have satellite offices that may perform badging functions
o General process for issuing non-government vehicle passes into a security boundary

—  Frequency and accountability of vehicle passes
—  Personnel/vehicle correlation
—  Specific requirements for large vehicle access

e Procedures for issuing temporary badges to employees who have forgotten them

o General percentage rate of all “Q” or “L” cleared badges issued on site, compared to the reported lost or
stolen “Q” or “L” cleared badges

o General procedures for obtaining a visitor badge or temporary badge
o General procedures for issuing badges to cleared and uncleared foreign nationals

o General procedures for recovering badges from visitors, temporary employees, and employees who are
terminating their employment

o General procedures for escorting uncleared personnel and how escort requirements are displayed on the
badge

o General procedures for authorizing foreign nationals
o General methods for protecting badges, passes, and records, including:

—  Storage practices (for example, a safe or locked room within an LA)
—  Control when the storage area is unlocked (for example, continuous surveillance)
—  Protection of computerized access control/badging systems.
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o Accountability systems for badges or passes
o Engineered controls vs administrative controls for password and availability
o Locations where badging functions are implemented

o General procedures for notifying affected organizations and for taking appropriate action in the
automated access control system when a badge is reported lost

o Whether site office surveys that include inspection of badges, passes, and credentials are available for
review, and if so, whether the survey findings were identified and corrected

o Whether the facility has performed any self-assessments of badges, passes, and credentials (if so, arrange
to review the self-assessment reports during the inspection)

o Whether a single authorized badge issuer can process and issue badges that afford access to an area
containing SNM or classified matter (there must be a clear separation of duties)

e System diagrams and drawings showing interface points with other systems, such as Human Resources
or other badging offices

o Whether there are specific procedures for enrolling authorized personnel into the DOE human reliability
program.

Once the inspectors have a basic understanding of the management and implementation of the badge/access
control system, they determine which organizations, central badge offices, satellite badge offices, storage
areas, and access control locations will be reviewed in more depth during the inspection. At most facilities,
it will be possible to review all organizations, central badge offices, and access control points. However, at
large facilities it is not generally feasible to review every satellite badge office and access point. In such
cases, a representative sample may be selected for inspection.

Performance Tests

The performance tests outlined in Appendix E yield data applicable to this subtopic, specifically:

e Badge accountability check (selecting samples of badges and records, and verifying their accuracy)
o Portal badge checks
e Badge issuance.

In addition, inspectors may:

e Request to inventory recent expired badges and access control cards. Randomly select a few cards and
conduct a performance test on a local access control device (ACD) at a security boundary. Many access
control cards require a PIN or hand geometry unit to gain access. Document the data outputs from the
ACD readout.

e Conduct a performance test on the ACD unit by scanning a valid access control card with an
unauthorized hand or PIN. Document the data outputs from the ACD read out.
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e Team up with the personnel security topic team to cross-reference recently terminated employees.
Randomly select a number of names and verify that their badges have been recovered and properly
deactivated to ensure that the terminated employees cannot gain access to any security areas.

Based on the review of the interfaces with this system, an inspection of these locations for appropriate
security precautions should be conducted.

In addition to tests conducted by the PSS topic team, any performance tests conducted by the protective
force, personnel security, or cyber security teams that involve badge checks or other aspects of the badge
system are directly relevant to the PSS topic.

Data Collection Activities

Badge Construction

A. Inspectors should examine badges to determine whether the badge design and construction preclude
inserting a replacement picture without detectable damage to the badge. Inspectors should devote particular
attention to temporary badges, passes, and visitor badges.

B. Inspectors should examine access control cards that are issued to personnel who are authorized to
access specific security boundaries. Procedures for card activation and deactivation, as well as processing
lost or stolen cards, should be reviewed.

C. Inspectors should examine procedures for issuance and storage of Homeland Security Presidential
Directive (HSPD)-12 badges. Interview managers to determine the timeframe in which the site intends to
complete the replacement process of replacing standard badges with HSPD-12 badges. Identify any
upgrades, enhancements, or modifications to the badge processing equipment and computer database that
are related to the changeover.

Documentation and Records

D. Inspectors should review badge/pass system policies and procedures to determine whether they are
consistent with DOE requirements and whether the implementing procedures are consistent with site-
specific policies.

E. Inspectors should interview selected personnel responsible for administering the badge/access control
system to determine whether the site policies and procedures are implemented as required by DOE orders
and as described in site-specific documentation. Inspectors should determine whether these individuals
understand the purpose of the badge/pass system and their responsibilities concerning issuance, disposition,
storage, and recovery. Inspectors may wish to have personnel responsible for the badge/access control
system explain each step in the badging process. It is valuable to observe these individuals issuing a badge
to an employee, a visitor, or a contractor.

F. Inspectors should examine the access control/badge/pass disposition records and the record of lost
badges for completeness and accuracy. This determination typically involves reviewing a sample of lost-
badge records.
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Access Control

G. Inspectors should interview SPOs who implement badge checks at portals and physically observe or
test the portal operations to collect information about how the badge policies and procedures are
implemented at the site. Alternatively, the PSS team can coordinate efforts with the protective force,
personnel security, and cyber security teams to collect the required information. At selected portals,
inspectors should attempt to determine whether:

e Post orders relating to badge checks are current and consistent with site policies.

A copy of the list of lost badges is at the post and includes lost badges of other organizations that are
accepted by the facility.

The SPO is familiar with, and implements, the procedures related to checking the list of lost badges.

The SPO is familiar with the markings and indicators on the badges.

The SPO devotes sufficient attention to comparing the person’s face to the photograph.

The site implements a two-person rule for authorizing access where SNM or classified matter is stored or
processed.

In addition, inspectors should:

e Ask to inventory recent expired badges and access control cards. Randomly select a few cards and
conduct a performance test on a local ACD at a security boundary. Many access control cards require a
PIN or hand geometry unit to gain access. Document the data outputs from the ACD readout.

e Conduct a performance test on the ACD unit by scanning a valid access control card with an
unauthorized hand or PIN. Document the data outputs from the ACD readoult.

Physical Protection

H. At each badge office selected for review, inspectors should determine whether stocks of unissued
badges and passes are stored in a way that assures their protection against loss, theft, or unauthorized use.
Storage areas, including satellite locations, should be checked to ensure that stocks are being adequately
protected. Specific information to determine includes:

e The methods for storing the unissued badges and passes (for example, safes, locked filing cabinets,
locked rooms).

o Whether the storage repositories are protected by alarm systems or security patrols or both.
e The frequency of protective force patrols during non-operational hours.

e The means of controlling access to the badges or inserts when the repository is open (for example,
continuous surveillance).

e Which persons have access to the storage repository or automated access control system (for example,
who has the combination to locked safes used to store the badges/inserts or who has the password to the
automated system that encodes the badges) and whether those persons are appropriately cleared and
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have legitimate need to access the repository/computer. Verify that the badge issuer has a clearance
level equivalent to or higher than the badge level issued.

o Based on the protection measures in place (for example, the storage practices, alarms, and patrol
frequencies), whether storage meets the requirements as defined in DOE Physical Protection Manual.

o Whether the field device network between badging stations, Human Resources, and the access control
systems is appropriately protected.

Badge Recovery

. Inspectors should review badge records and interview personnel in the badge office to determine
whether information associated with employees who are terminating their employment is removed from the
automated access control system and whether badges and passes are recovered from them before they leave
the site. This can be crosschecked by obtaining, from Human Resources or other appropriate facility
departments, a list of employees terminated during a suitable time period (for example, the past three
months). The names on the list can then be compared with the automated access control system and badge
disposition records to determine whether the badges of these terminated employees were recovered and
access was rescinded.

J. Inspectors should review visitor logs and badge records and interview personnel in the badge office
to determine whether visitors’ badges and passes are recovered at the conclusion of the visit. Inspectors
should determine what actions are taken if a visitor forgets to turn in a badge.

K.  Inspectors should interview personnel in the badge office and review badge/pass documentation and
the automated access control system to determine whether foreign nationals are being appropriately badged
(e.g., cleared foreign nationals are issued standard DOE badges with the individual’s country of citizenship
noted on the bottom of the badge and uncleared foreign nationals are issued a site-specific badge colored
red).

Badge Destruction

L. Inspectors should verify that the procedures for and physical aspects of properly destroying expired
standard badges, credentials, and passes are effective and implemented in a timely manner. Verify that
procedures and destruction machines are in place to assure that badges and passes can not be reused or
information extracted from them. Ask to review the inventory of destroyed badges and passes to verify their
effective destruction.

Badge Reissue Requirements

M. Inspectors should determine whether employee photos are retaken and badges reissued as required.
One way to review this requirement is to observe the badge checks at a portal to determine whether badge
photographs accurately reflect the facial appearance of the holder. Another way is to interview supervisors
and SPOs to determine their level of awareness of the requirement to report to the badge office any
employees who exhibit significant changes in facial appearance. A third method is to review records to
determine how many employees have had their photographs retaken in a specified time period (for example,
one year). A very small number of retaken photographs may indicate that the requirements are not being
followed. If that is the case, the protective force topic team should devote additional attention to portal
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operations to determine whether personnel have current photographs and whether the SPOs report any
discrepancies.
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Section 5: Barriers, Locks, and Keys

Many of the basic security system elements revolve around barriers, locks, and keys. Therefore, basic
guidance regarding inspection activities provided in Section 5 apply when inspecting physical facilities.
Barriers control, impede, and deny access and effectively direct the flow of personnel and vehicles
through designated portals. Locks and keys help enforce compliance with DOE orders. Therefore, the
inspection of barriers, locks, and keys help determine whether the physical security system performs
adequately.

5.1 Barriers

General Information

Physical barriers control, impede, or deny access and effectively direct the flow of personnel and vehicles
through designated portals. The evaluation of barrier system effectiveness is based on whether the system
complies with DOE orders and whether performance testing indicates that it performs adequately.
Specifically, barriers are designed to:

e Reduce the number of entry and exit paths

o Facilitate effective use of protective force personnel

e Delay the adversary to enable assessment and protective force response

e Protect personnel from hostile actions

e Channel adversaries into pre-planned neutralization zones

e Prevent stand-off attacks from vehicle-borne improvised explosive devices

e Establish concentric security area boundaries for Property Protection Areas, LAs, PAs, MAAs, and
vaults.

The following subject areas are addressed in this section:

Fences

PIDAS barriers
Buildings

Doors

Security containers
Denial systems
Vehicle barriers
Active denial systems.

October 2009 5-1



Barriers, Locks, and Keys Physical Security Systems Inspectors Guide

Fencing is normally used to enclose security areas and to designate DOE property boundaries. Depending
on the intended level of security, fences require regular patrols, continuous observation, or an intrusion
detection system supported by alarm assessment equipment. DOE requires that fences:

Meet specific gauge and fabric specifications

Be topped with particular wire and outrigger configurations
Include steel posts with bracing

Meet certain height and location provisions.

Buildings of various types represent the most common barrier used to protect DOE security interests.
Construction features vary throughout the DOE complex. However, there are a number of basic
requirements to consider when evaluating the walls, ceilings, and floors that enclose security areas. In
general, it is important that building materials be solid and offer penetration resistance to, and evidence of,
unauthorized entry. DOE orders and manuals provide requirements for a variety of construction elements,
including:

Wire mesh

Insert panels

Sound attenuation for rooms in which classified information is to be discussed
Storage rooms.

There are also specifications for construction hardware. For example, with the exception of fencing, all
hardware accessible from the outside is required to be peened, brazed, or spot-welded to preclude tampering
or removal.

In addition to the criteria for walls, ceilings, and floors, there are requisite construction requirements for
doors, windows, and unattended openings. It is important that doors offer resistance to forced entry. When
necessary, reinforcement is required for doorjambs, louvers, and baffle plates. Windows, when relied on as
physical barriers, must be constructed of shatter-resistant, laminated glass of a minimum thickness, and
installed in fixed frames so that the panes are not removable from the outside. It is essential that window
frames be securely anchored in the walls, and that windows can be locked from the inside. Unattended
openings larger than 96 square inches, are to be alarmed or equipped with steel bars installed in the opening
that have the effect of reducing its size.

The General Services Administration (GSA) establishes standards for security containers. Although
classification is the only security factor that determines the degree of protection required for classified
matter in storage, other considerations include:

Strategic importance
Susceptibility to compromise
Effect on vital production
Health and safety
Replacement costs.

Other DOE requirements address:

e Protective force inspections and patrols
e Transfer of security containers
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e Protection of security containers and combinations
e Security repository information
o Repair of containers.

Active denial systems include cold smoke, CO,, and other dispersible materials, such as sticky foam, rigid
foam, sprays, and irritant agents. It is important that these substances be properly maintained and
protected against tampering. Other systems may incorporate flickering light or intense sound systems to
delay, confuse, or otherwise hamper adversaries.

Passive denial systems include building structures (for example, walls, doors, floors, ceilings, and
windows), security bars, and large natural or manmade objects (for example, large boulders or concrete
blocks). It is important that the mechanism for moving or disengaging passive systems be protected at the
same level as the interests they protect.

Vehicle barriers are used to deter penetration into security areas when such access cannot otherwise be
controlled. Vehicle barriers may include pop-up barriers, cables, bollard configurations, or natural terrain
obstacles (for example, bodies of water, ravines, tank traps, ditches, Jersey barriers, steep hills, or cliffs).

Common Deficiencies/ Potential Concerns
Fences

To be effective, fencing must be checked and repaired on a regular basis. Frequently, the fence fabric is
not properly attached to the support poles and the bottom wire is not secure. Erosion of the ground under
the fence can produce gaps or washouts that may allow someone to crawl under the fence. Another
common problem is that vegetation is allowed to grow up close to the fence, potentially providing
concealment for adversaries or a platform for climbing over the fence. Fences should be installed no closer
than 20 feet (6 meters) from the building or the safeguards and security interest being protected.

PIDAS Barriers

The following barriers may or may not be positioned in an effective location with respect to the PIDAS.
Additionally, the barriers may not be secured adequately to perform their purpose:

. Aerial screens/netting — These may not be effective in preventing specific classified objects that
are located at that site from being thrown over fencing or alarm detection zones.

° Parking blocks located in alarm detection zones — These may not be configured effectively to
prevent adversaries from crawling beneath the IDS coverage area.

. Aircraft cables — Cable tension points may be accessible, allowing the cable to be severed and
dropped to ground level.

. Bollards/removable bollards — These may not be securely fastened or may be spaced too far apart,
thus allowing small vehicles unimpeded access into security areas.

o Jersey barriers — These may not be configured effectively to reduce the speed of vehicles
approaching a security area.
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. Concertina wire/razor ribbon — PIDAS camera towers/or other fixed structures and fence-break
points may lack sufficient coils to impede stealth or forcible entry into the security area.

Buildings

Suspended ceilings and raised floors often create the illusion that they represent the “hard” surfaces of the
enclosed space, and inspectors can easily overlook these configurations. The ceiling and floor panels must
be inspected to ensure that the true “hard” walls and surfaces of the building are identified, especially in
locations where PA, MAA, vault or vault-type room, or SCIF boundaries are established.

Doors

An astragal or mullion must be used where double doors meet to prevent the insertion of breaching tools.
Door louvers and baffles must be reinforced to preclude their removal from outside the area being protected.

Security Containers

Some facilities have requested and received exceptions for the use of non-GSA-approved containers for
storing classified documents. Inspectors should not assume that all facilities have these exceptions. All
exceptions received by the inspected facility should be reviewed before the onsite inspection to determine
whether they are current.

Denial Systems

Some DOE facilities usea form of denial system that consists of an extremely heavy block of concrete
placed in front of an access door to protect critical assets. To gain access, a hydraulic vehicle or some other
lifting mechanism must be used to move these barriers. Since these vehicles or mechanisms are therefore
critical to the effective application of this kind of barrier, they must be afforded an appropriate level of
protection. Inspectors should check to ensure that these items of equipment are appropriately protected and
properly maintained.

Vehicle Barriers

Vehicle barriers must be effectively monitored, and components must be appropriately located. Barriers
should be within an area that is protected by detection sensors. Controls for vehicle barriers and motorized
gates that are used at entry control points must be located within protective force posts or other locations as
described in the SSSP. Additionally, any associated hydraulic and mechanical systems must be protected
from potential sabotage.

Active Denial Systems
Adequate measures must be provided to prevent an insider from disabling active denial systems (such as

cold smoke or sticky foam). Since most such systems have a single location for firing, that location is
vulnerable to insiders unless sufficient protective measures are applied.
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Planning Activities

During the planning meeting, inspectors should interview facility personnel and review available
documentation relative to the presence and use of barriers. This documentation should include building
construction drawings, focusing on barrier construction details and heating, ventilation and air conditioning
ducts. Elements to cover include:

o The general types of barrier systems (e.g., fences, standard building materials, reinforced/hardened
building materials) in place at each security area, including:

— Property Protection Area

- LA

— Exclusion Area

— SCIF

— Secure communications center
- PA

- MAA.

e The types of barrier systems associated with the various storage/process areas (e.g., vaults, safes, vault-
type rooms) used to protect SNM and classified matter. In particular, determine:

— Whether active denial systems (e.g., smoke, foam) are used

— Whether items within storage areas (e.g., vaults) are protected by additional controls (e.g., locked
compartments, tie-downs)

— Methods for providing delay when material is in use and when storage areas are in the access mode
— Interfaces that may exist between entry control and intrusion detection systems
— Whether airborne denial systems are in place in any areas.

e The types and locations of vehicle barrier systems.

Performance Tests

No performance tests are directly relevant to this subtopic. The use of performance test results to identify
delay times is discussed under Delay Time, below.

Data Collection Activities

General

A. Inspectors should determine whether barriers at facilities with Category | SNM or classified matter
provide sufficient delay to allow the protective force to assess alarms and respond with sufficient force to
neutralize the adversaries before they have completed their intended purpose. (This evaluation is generally
based in part upon on a review of VAs.)
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B. Inspectors should determine whether barriers are sufficient to ensure that SNM cannot be removed
from the area without causing an alarm or immediate visual evidence of tampering. Also, inspectors should
determine whether barriers are sufficient to channel personnel through designated portals or into adversary
neutralization zones.

Perimeter Barriers

C. For security areas where a perimeter barrier system is used, inspectors should determine what types of
barriers are in use (for example, fences, wire, vehicle barriers, or natural obstacles), whether they meet DOE
requirements, and whether all barriers are accurately represented in VAs and in the SSSP. Inspectors should
determine whether procedures are in place to prevent transferring contraband or SNM over an exterior
perimeter barrier (for example, throwing or slinging items over a fence for later pickup). Preventive
measures may include wide isolation zones, extra-high fences or nets, or adequate surveillance by protective
force personnel. Barrier placement should be evaluated to ensure that the critical protective force field of
view is not compromised, and to ensure that an attacking force is not provided a tactical advantage by
utilizing the barriers for cover.

D. Inspectors should examine fences to determine whether their condition would allow adversaries to get
through or bypass them without being detected. Some items to consider include:

e Erosion in isolation zones or under fences that may allow an adversary to pass undetected

e Unprotected pipes or wires that pass over fences or other perimeter barriers and allow an adversary to
pass over the barrier

¢ Inadequately protected tunnels, underpasses, culverts, or pipelines that pass under the perimeter barriers
e Adjacent structures in close proximity to either side of the fence that could facilitate bridging.
Buildings

E. Inspectors should determine whether construction materials are sufficient to provide appropriate delay
against a number of adversary penetration methods, including hand tools, power tools, and explosives.

F. Inspectors should examine vaults and vault-type rooms to verify compliance with the construction
requirements specified in DOE orders, by means of visual examination and by looking at vault construction
diagrams.

G. Inspectors should check security containers to verify compliance with construction requirements
specified in applicable DOE orders.

H. Inspectors should be prepared to conduct a thorough examination of a building. If only a portion of
the building is a security area, inspectors should be prepared to tour the security area perimeter. It may be
helpful to carry building floor plans. Other areas that should be checked include:

e Airducts
e Electrical conduit and pipe penetrations
e Storage areas
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o Walls

o Windows

o False ceilings

e Underground pathways.

l. Inspectors should review fixed barriers that shield protective force personnel (for example, towers,

portals, alarm stations, and defensive positions) to determine whether they meet the requirements of DOE
orders. Reviewing documents, interviewing security staff, or conducting visual inspections may accomplish
this. A requirement that applies to posts constructed after 1985, designed to protect SNM (Category 1 or 1),
is that the exterior walls, windows, and doors must provide bullet resistance equivalent to the “high-power
rifle” rating of Underwriters Laboratory (UL) 752. This can be checked by looking for a marking or stamp
on the window or structure that indicates “high-power rifle,” or Level 8, protection. Inspectors should also
determine whether procedures are in place to preclude protective force personnel stationed within these
posts from activities that could negate the purpose of these hardened posts.

J.  Inspectors should review the design of vehicle barriers to determine whether they meet DOE
standards in accordance with the applicable Graded Security Protection Policy. This determination may
require interviewing the responsible engineers, reviewing vendor data, or reviewing test results. Inspectors
should also review barrier operational procedures to ensure that they are effectively integrated into the
protection strategy. Barriers left in the “down” position until identification of a potential threat or during a
heightened security event do not prevent penetration by a malevolent vehicle during normal operations.
Additionally, if credit is taken for emergency “up” operation of the barrier in the production strategy, testing
should be performed to determine whether the speed of barrier activation is adequate to address the Graded
Security Protection Policy.

K. Inspectors should review active denial systems to determine the effectiveness of their activation
methods and the conditions and procedures for activation. These systems should be examined to determine
whether they are properly installed and in good condition, have effective power and backup power sources,
and are tamper-resistant. The operator’s familiarity with system activation should also be checked.

Delay Time

L. Inspectors should review documents, interview security staff, review as-built designs, and visually
inspect barriers to determine the delay times the facility has estimated for various barriers. These estimates
should be reviewed to determine whether they are credible and whether protection is balanced. (For
example, a vault door used in a room with transite walls is a case of inappropriate protection, since one
barrier is significantly more vulnerable than the other.) Inspectors can also compare delay time estimates
with response times and response procedures in order to determine whether response plans are effective and
give appropriate consideration to the physical security hardware.

Guidelines for identifying penetration times by reviewing site-specific documents are:

e  SSSPs should contain parameters related to barrier delay times or to the minimum delay times required
to ensure an effective response. Such delay times may relate to individual components (such as doors)
or to the total delay time involved in reaching a target or performing an action. However, most SSSPs
do not provide this level of detail. Instead, they usually reference a site security plan or VA that may
include delay time information.
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e SSSPs may describe barriers, including doors and adjacent barriers. These descriptions may include
penetration times for individual barriers or may reference the data source.

¢ VAs may contain penetration times for individual barriers in one or more locations. The narrative
may address individual barriers and may include delay times. Also, computer codes are frequently
used to conduct the VA, and the input to these codes frequently includes delay times. For example,
the Analytical System and Software for Evaluating Safeguards and Security (ASSESS) or Adversary
Timeline Analysis System (ATLAS) codes are frequently used when developing VAs at DOE
facilities. The input includes delay times for portal entry doors, exit doors, and surfaces. When
reviewing computer input to determine the penetration times assumed by the facility, the following
points should be considered:

— The input delay times may be different for different facilities or for different scenarios.

— The input delay times may assume that the door is secure, whereas there may be scenarios where
the door is open or in access mode.

— If several barriers are in a series, the delay times may be added if the adversaries must pass all
barriers sequentially to reach a target.

e System requirement documents or design specification documents are an excellent source for
determining expected penetration times. Unfortunately, such documents are not always available or are
difficult to find. If these documents are available, the responsible security engineering group is the most
likely source.

e Penetration times for doors and adjacent barriers can be significantly affected by a number of factors,
including the mode and timing of the adversary attack and the adversary’s level of sophistication.

Guidelines for visually inspecting barriers and reviewing as-built diagrams are:

e The construction and materials used in barriers can usually be determined by visual inspection or by a
careful review of as-built diagrams. With this information, inspectors can generally make a rough
estimate of penetration resistance. The Sandia Access Delay Technology Transfer Manual and other
security design manuals may be useful for this purpose.

e During a visual inspection, the inspectors should focus on barrier deficiencies or design flaws that an
outsider could exploit. These include flaws that would allow surreptitious penetration of the barrier,
penetration in less time than estimated (e.g., with an insider’s help), or defeat of the protection element,
as well as flaws that could allow an insider to provide assistance to an outside force.

Guidelines for gathering information on penetration times by interviewing security staff or engineers are:

e Discussions with the security personnel who conducted the VAs or who are responsible for barrier
design may be useful for reviewing site-specific documents.

o If penetration times have been documented, inspectors should interview knowledgeable security
personnel to determine how penetration times were developed, what assumptions were made, what
modes of attack were considered, and what adversary threat characteristics were assumed.
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o If penetration times have not been documented, inspectors should interview knowledgeable security
personnel to gather information on the effectiveness of the barrier design. Some potential discussion
topics are:

— Alarm response procedures (in particular, the sufficiency of response time in terms of barrier design)
— Whether penetration resistance was factored into response plans

— Design and construction (materials used, use of tamper-resistant hardware, hardening of barriers as
part of an upgrade program).

General guidelines for using performance test results to identify delay times are:

¢ Independent Oversight may occasionally conduct performance tests of barriers to determine penetration
times.

e Tests involving a significant potential for personal injury (for example, crawling through razor ribbon)
are not conducted.

e The types of tests for penetration times that inspectors would typically conduct are simple ones designed
to demonstrate potential vulnerabilities. For example, an inspector may conduct a simple test of an
adversary’s ability to defeat a steel-grate door that has a crash bar on the inside; such a test might
involve inserting a bent rod through the steel grate to engage the crash bar. Such tests may demonstrate
that the assumed delay times did not consider all credible modes of attack.

e Inspectors may identify penetration times by reviewing the results of tests on similar barriers that were
conducted by the facility, other DOE elements, or outside agencies. Frequently, facilities conduct (or
contract others to conduct) tests of barriers prior to their installation. Also, vendors often have
penetration time results for selected modes of attack. However, test results should be reviewed
critically, with particular attention to:

— How the penetration times were determined
— The modes of attack considered

— The level of adversary sophistication

— The type of results reported.

Other general guidelines to be aware of when dealing with penetration times are:

e Penetration times are significantly influenced by the mode of attack. For example, hardened doors that
would take several minutes to penetrate with power tools frequently can be breached via explosives in
less than one minute. Inspectors should review the data and determine whether the modes of attack that
the site has considered are consistent with the parameters of the approved threat guidance.

e Actions by a well-placed insider can defeat most barriers. For example, an insider can open a door from
the inside and allow adversaries to enter, thus reducing the delay provided by the door. Inspectors
should look for design features that would make a barrier particularly susceptible to defeat. Inspectors
should also look for key insiders who are in a position to defeat multiple layers of protection. The
inspection team should identify other protection measures in place to prevent insider tampering (for
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example, protective force patrols). The fact that well-placed insiders can defeat a barrier does not
necessarily make that barrier inadequate, since multiple layers of protection should be afforded SNM.
The potential actions of an insider need to be examined in a broader context and considered in light of
multiple layers of protection and the parameters of the SSSP.

e There is inherent uncertainty associated with penetration time estimates; they are not precise values.
Consequently, any comparison of penetration times is by its very nature a rough comparison. The intent
is to determine whether the protection is reasonably balanced and whether the barriers provide sufficient
delay to allow effective response. For example, if the penetration time of a door is 1.5 minutes, whereas
the penetration time of the adjacent wall is two minutes, this will not normally be cause for concern
(assuming that the overall delay time is sufficient to allow an effective response). However, if a Class 5
vault door is installed in a transite wall, this would clearly indicate unbalanced protection. One
reference used throughout the DOE community is the Sandia Access Delay Technology Transfer
Manual.

5.2 Locks and Keys
General Information

Locks are an integral part of the physical barrier system and are used to control, impede, or deny access and
to effectively direct the flow of personnel and vehicles through designated portals. The effectiveness of
security locks is based on compliance with DOE orders and whether performance testing indicates that the
system performs adequately. The requirements for security locks are determined in light of the security
interest being protected, the identified threat, existing barriers, and other protection measures.

Specifically, locks are designed to:

e Reduce the number of entry and exit paths
o Keep unauthorized personnel from entering areas where they are not allowed
e Control access to assets within areas to individuals with an approved need.

Security keys include mechanical keys, key cards, and access codes. Security keys do not include
administrative or privacy lock keys for factory-installed file cabinet locks, desk locks, toolboxes, etc.
Because keys are easily duplicated, it is imperative that a strict key control program be developed,
implemented, and effectively managed.

The following subject areas are addressed in this section:

Types of locks and specifications
Levels of protection and requirements
Storage requirements for locks and keys
Lock and key control management.

A program to protect and manage locks and keys must be established by the cognizant security authority,
and the requirements for security locks must be applied in a graded fashion. Locks used to protect classified
matter and Category | and Il SNM in GSA-approved security containers, vaults, or vault-type rooms must
meet Federal specifications. (See Federal Specification FF-L-2740A, Locks, Combination.) Key locksets
must meet American National Standards Institute (ANSI) Standard A156.2-1996, Grade 1, Bored and
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Preassembled Locks and Latches, or ANSI A156.13-1996, Grade 1, Mortise Locksets. The DOE physical
protection manual provides other specific requirements for these locksets.

Security key padlocks that are considered “high security” must be shrouded-shackle and key-operated and
must meet standards in MIL-P-43607, Padlock, Key Operated, High Security, Shrouded Shackle.

Security keys, key blanks, and key cutting codes must be protected in a graded fashion. The same
protection considerations that apply to keys also apply to locks: the interest being protected, the identified
threat, existing barriers, and other protection measures afforded the asset.

Locks and keys are categorized according to the asset being protected, and an inventory and accountability
system must be implemented.

Security locks and keys are divided into four levels, Level | through IV:

o Level | locks and keys are used to protect nuclear weapons, weapon components, Category | SNM,
Category Il SNM that rolls up to a Category | quantity, certain high value government assets, and Top
Secret and/or Secret classified matter. Security key blanks must be restricted/proprietary and unique to
the site. Security locations, such as vaults, vault-type rooms, MAAs, SCIFs, and Exclusion Areas
where Top Secret and/or Secret documents are stored, require Level | security locks and keys. See the
DOE physical protection manual for other specific requirements.

o Level Il security locks and keys are used for building doors, entry control points, gates in PA fences,
and Exclusion Area doors or other barriers or containers that protect Category Il and Category 111 SNM
and classified matter, including documents classified at the Confidential level.

o Level Il security locks and keys are used on buildings, gates in fences, cargo containers, and storage
areas for protecting Category IV SNM, and on government property whose loss would adversely impact
security and/or site/facility operations.

o Level IV locks and keys are typically used for offices where there is no open storage of classified
material or any SNM storage.

Security locks and keys must be stored in a manner that prevents loss, theft, or unauthorized use. Once
Level | locks and keys are put in service inside a PA, they must not leave the PA without authorization.
Assembled security locks or cores and Level | security keys must remain under the direct control of a
responsible person or must be stored in a GSA-approved repository or vault-type room when not in use for
the protection of the assets previously mentioned. Level | keys must be segregated from all other keys on
tamper-resistant, serial-numbered key rings and in key storage cabinets. Keys to storage cabinets must be in
the physical possession of an authorized person or locked in a GSA-approved repository.

Level 11 locks and keys, once put into service, must not leave the facility without authorization.
For Level | keys, a 100 percent inventory must be performed semi-annually by the responsible organization.
For Level Il and Il keys, a 100 percent inventory must be performed annually. Level IV locks and keys

have no requirements for control and accountability.

Each Level I-1V key and lock must have a unique stamped and readable serial number.
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Common Deficiencies/ Potential Concerns

Many of the locks used for security purposes are advertised as “high-security” or “medium-security” locks.
However, when examined, these lock specifications often do not meet the required military/MIL standards
or DOE requirements. Inspectors should be aware that the terms “high security” and “medium security,”
when used commercially, may not have the same implication as they do in DOE orders.

Effective control must be maintained to assure that locks and keys are used appropriately. Combinations
must be changed at specified times and under specified conditions, and key control procedures must be
documented and followed. Appropriate procedures for dealing with lost keys must be established.
Additionally, when keys are lost, stolen, or otherwise unaccounted for, proper reporting must be completed
according to the DOE order that applies to reporting incidents of security concern.

Other common deficiencies in the lock and key program occur when custodians do not maintain an effective
accountability system for security keys and allow obsolete or unusable keys to accumulate without taking
appropriate destruction action. Inspectors should review inventory records to assure “cradle to grave”
accountability for security keys and an adequate destruction process. Inspectors should also review the
organization’s self-assessment program to assure that it adequately addresses the lock and key control
program. Additionally, DOE site office survey programs should include the lock and key programs in their
annual surveys of contractor organizations.

Planning Activities

The objective for organizations is to reduce the number of keys and move toward a keyless access control
technology. This new effort would assure that access is not afforded to any single physical item or object
that can be lost or stolen. Inspectors should review plans proposed or in process at each site and DOE site
office to determine the status of this initiative. Recognizing that this is a long-term initiative, inspectors
need to review the existing lock and key programs to determine the effectiveness of the system that is in
place.

Inspectors should review the key control system to determine whether procedures are in place to adequately
control keys and locks. Typically, an effective key control system includes procedures that address control
and accounting for keys and locksets (this includes issue, sign-out, inventory, destruction, and the key and
lock numbering system), and procedures used when a key is unaccounted for. Other factors that may be
included are:

o Criteria for issuing a key or combination to a person (for example, supervisors developing authorized
lists and notifying locksmiths in writing)

e Procedures for changing lock combinations (for example, when a person possessing a combination
transfers, resigns, is dismissed, or no longer requires access)

e Procedures and conditions for changing key locks or lock cores.

Inspectors should visit the lock shop and interview the locksmith to determine the adequacy of methods
used to protect keying and core information. Other factors that should be considered are:

e The procedures for notifying the locksmith that locks or combinations need to be changed, and the time
required to accomplish these changes. Inspectors may identify these items by reviewing records. For
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example, when locks are changed because of a lost key, inspectors should be able to locate the records
indicating when the key was reported lost, when the custodian reported the loss to the locksmith, when a
work order was issued, and when the work was completed.

e The methods for numbering keys and locks, and whether the numbering methods unwittingly reveal
information about the master-keyed system.

e The procedures for periodically changing combinations and lock cores.

e The procedures for maintaining locks, particularly locks that are exposed to severe weather conditions.
Performance Tests

Performance tests validate the effectiveness of implemented requirements, and inspectors should conduct
performance testing of the lock and key program as necessary. The following performance tests are not
inclusive. Inspectors should develop and conduct other performance tests as appropriate.

Required

o Verify accountability of 100 percent of Level | keys. Each of these keys must be physically touched by
the inspector and its stamped serial number checked.

o Determine whether issued Level | keys are or have been removed from the PA without authorization.

e Ensure that key rings containing Level | keys have tamper-indicating features and that a unique
identifying number is placed on the ring.

o Confirm that Level | key rings do not include any Level 11, Il1, IV, or administrative keys on same ring.

o Verify that lock and key custodian inventory lists are up to date and accurately identify the location of all
security keys.

Suggested

o Randomly select Level Il keys using lock and key records. Physically locate the keys to determine
whether they are or have been removed from the facility without authorization.

o Randomly select Level 11l keys using lock and key records and physically locate the keys to verify
accountability.

o Randomly select Level 1V keys using lock and key records. Physically verify that these keys only
access offices where no government assets are located, and where there is no open storage of classified
matter or SNM storage.

Data Collection Activities

A. Inspectors should determine whether the organization is moving forward on the keyless access control
initiative by reviewing project plans, budget documentation, milestones, etc. Inspectors should also
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determine the effectiveness of the existing lock and key control program by gathering data to answer the
following questions:

e Have locks and keys have been correctly characterized using a graded approach based on the asset being
protected?

e Are locks, keys, and other access control devices protected according to DOE physical protection
manual?

e Have procedures been developed and implemented that define the administration and management of
the lock and key program, including roles and responsibilities?

o Has an effective incident reporting system been developed that includes lost, stolen, and unaccounted-
for Level I, I, and 11 keys?

e |s the number of keys and ACDs limited to the absolute minimum required for mission completion?
e Are master keys strictly limited?

e Are keys restricted from leaving security areas and facilities as required by DOE physical protection
manual?

¢ Areall keys accounted for, and is a current inventory on file?

e s lock and key control management included in the contractor self-assessment program and the site
office survey program?

e Isthere strict accountability of keys using either an automated or hardcopy issuance record?
e Has an effective database been developed to account for and track all Level I, 11, and 111 keys?

e Do Level I locks have restricted/proprietary key blanks? Are they unique to the site, or commercially
available?

e Are the cutting and pinning of Level | locks and keys done on site in an approved LA, or off site? If
done off site, are the Level | key codes at risk of compromise during this process?

e Do administrative keys to any site vehicles that are identified in th